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Policy context
Birmingham and Solihull Mental Health NHS Foundation Trust (BSMHFT) aims to
maintain as confidential all personal information it collects and stores. The Trust will only
obtain, record, store, use, disclose or delete personal information according to existing
legislation and within the framework of the NHS Confidentiality Code of Practice.
Caldicott 2, Principle 7 (2013): “The duty to share information can be as important as the
duty to protect patient confidentiality”.
“For the purposes of direct care, relevant personal confidential data should be shared
among the registered and regulated health and social care professionals who have a
legitimate relationship with the individual.”
Policy requirement (see Section 2)
•
•
•
•
•
•

All Staff to follow the NHS Confidentiality Code of Practice.
The policy covers all personal identifiable information about service users,
carers, staff and other Persons that may have contact with the Trust.
Data subjects must be given information on how information may be shared.
Sharing confidential information with other organisations must be
supported by an agreed Information Sharing Protocol.
Access to and sharing of confidential information should be on a need to know/
minimum basis
All breaches of confidentiality should be reported through the incident reporting
process
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1.
INTRODUCTION
1.1. Rationale
The Trust maintains many records containing personal information and the duty of
confidence and other legislation, especially the Data Protection Act apply equally to
these records (e.g. service user records, staff records, complaints records, forms etc.).
The Trust is committed to following the patient confidentiality model as described in the
NHS Confidentiality Code of Practice:
• Protect - look after the patient’s information
• Inform – ensure that patients are aware of how their information is used
• Provide choice – allow patients to decide what information can be disclosed or
used in a way and,
• Improve – always look for better ways to protect, inform and provide choice.
The Trust has a core value of Honesty and openness- We will keep each other well
informed through regular communication. We will have honest conversations and explain
our decisions. This value needs to be met alongside ensuring confidentiality is managed
appropriately.
The purpose of this policy is to lay down principles that must be observed by BSMHFT
staff and who have access to person-identifiable information or confidential information.
The Trust has a legal duty to individuals e.g. service users, carers, and staff to; protect
personal information, inform them how information is being used, of their rights to access
information and where appropriate seek consent before disclosing to other parties.
This means ensuring all personal information is processed lawfully, fairly and
transparently, so that they:
• Understand the reason for collecting, storing and sharing personal information
(processing).
• Give consent for the use and disclosure of personal information (where
applicable).
• Have confidence in the way the Trust handles personal information.
• Understand their rights, including the right to access information held about them
or the right to give consent to others to access this information on their behalf.
• Are aware of the role of the Information Commissioners Office (ICO) and their
right to seek advice from or complain to the ICO if they feel their rights are being
breached by the Trust.
1.2. Scope
All employees of the Trust (substantive, agency, and contractor, temporary, those in
partnership / under contract, volunteers, students or apprentices) are bound by a legal
duty of confidence to protect personal information they may come into contact with
during the course of their work. This is not just a requirement of their contractual
responsibilities but also a requirement within the common law duty of confidence and the
Data Protection Act.
This policy sets out requirements placed on staff when sharing information in the NHS and
between NHS and non-NHS organisations. It also reinforces responsibilities of Information
Asset Owners and requirement to ensure confidentiality for their system.
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1.3. Principles
The Trust always works on the basis that sharing information to support service user’s
care and to prevent risk to data subjects or others is essential. It is not acceptable that the
care a service user receives might be undermined because organisations providing health
and care to an individual do not share information effectively. Sharing personal information
effectively is a key requirement of good information governance and health and social care
professionals should have the confidence to share information in the best interests of their
service
There is a need for trust between providers, particularly at the boundary between health
and social care – the best interests of patients and service users must not be undermined
by cultural differences between different parts of the health and care system.
Caldicott principle 7-The duty to share information can be as important as the duty to
protect patient confidentiality. Health and social care professionals should have the
confidence to share information in the best interests of their patients within the framework
set out by these principles. They should be supported by the policies of their employers,
regulators and professional bodies.
People should feel confident that health and social care bodies handle confidential
information appropriately. The Trust will always respect the confidentiality of service
users, families, carers, staff and other third parties and not disclose personal information
without consent, unless there is a legal basis to allow the sharing, if there is an overriding
public interest (e.g. to prevent a serious crime), or if there are reasons to believe that
failing to share information could put someone at risk. Individuals will never be placed at
potential risk through a lack of information sharing.
An individual may express an objection to uses of their personal information on
occasions. Such objections may limit the use of their information for certain purposes.
However, there are other purposes for which an individual does not have a right to
prevent data about them being used, for example, the use of personal data to prevent the
spread of infection of notifiable diseases and to prevent further outbreaks in future or for
the prevention of a serious crime.
All staff must ensure service user information is processed fairly, lawfully and as
transparently as possible. All staff has a responsibility to meet the standards outlined in
this policy in accordance with the standard terms and conditions of their employment. All
staff must ensure the following principles are adhered to:
• Person-identifiable/ confidential information must be protected against improper
disclosure when it is received, stored, transmitted or disposed of.
• Access to person-identifiable/ confidential information must be on a need-to-know
basis.
• Disclosure of person identifiable/ confidential information must be limited to that
purpose for which it is required.
• Recipients of disclosed information must respect that it is given to them in
confidence.
• If the decision is taken to disclose information, that decision must be justified and
documented.
• Comply with the Duty of Candour- general duty to act in an open and transparent
way in relation to care and treatment provided to service users.
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Government Guidance, Every Child Matters, “Information Sharing: Guidance for
practitioners and managers”, (2008) highlights seven golden rules for information
sharing:
1. Remember Data Protection is not a barrier to sharing information. It provides
a framework to ensure personal information about living persons is shared
appropriately.
2. Be open and honest with the person (and/or their family and carers) from the
outset about why, what, how and with whom information will, or could be shared,
and seek their agreement, unless it is unsafe or inappropriate to do so.
3. Seek advice from the IG Team or Caldicott Guardian. If you are in any doubt,
without disclosing the identity of the person where possible.
4. Share with consent where appropriate and, where possible, respect the wishes
of those who do not consent to share confidential information. You may still share
information without consent if, in your judgement, that lack of consent can be
overridden in the public interest. You will need to base your judgement on the
facts of the case.
5. Consider safety and well-being: Base your information sharing decisions on
considerations of the safety and well-being of the person and others who may be
affected by their actions.
6. Necessary, proportionate, relevant, accurate, timely and secure: Ensure that
the information you share is necessary for the purpose for which you are sharing
it, is shared only with those people who need to have it, is accurate and up-todate, is shared in a timely fashion, and is shared securely.
7. Keep a record of your decision and the reasons for it – whether it is to share
information or not. If you decide to share, then record what you have shared, with
whom and for what purpose. If you decide not to share, then record why.
The maximum value is gained from information when it is used to make sound decisions.
Sharing or disclosure of information or making it public where this does not breach
confidentiality enables the value of the information to be harnessed.
2.
POLICY
2.1. Overview
A breach of this Policy could jeopardize the confidentiality of service users and the
security of clinical information and could breach the Data Protection Act.
Breaches are to b e reported as incidents and will be managed in line with the Incident
Reporting and Management Policy. They will be investigated by the Service, supported
by the Information Governance Team and in serious cases may lead to disciplinary action
against staff or penalties against the Trust by the Information Commissioner’s Office.
Confidential information can be used without explicit consent for direct healthcare
purposes or the management of healthcare1.
Most processing of confidential data within the Trust does not require the explicit consent
of the individual as it will fall under the following sections of the Data Protection Act
1

GDPR 2016 9(2)(h) – Processing is necessary for the purposes of preventative or occupational medicine,
for assessing the working capacity of the employee, medical diagnosis, the provision of health or social care
or treatment or management of health or social care systems and services on the basis of Union or Member
State law or a contract with a health profession

6(1)(d) – Processing is necessary to protect the vital interests of a data subject or another person
6(1)(e) – Processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller
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The Data Protection Act sets a very high standard for relying on consent to share
information outside of direct healthcare purposes in that the Trust cannot rely on implied
consent. Consent must be informed and freely given; it must also be unambiguous and
involve a clear affirmative action (such as written or verbal). Consent must also be as
easy to withdraw as it is to provide, and an individual has the right to remove their
consent at any time.
Possible circumstances for disclosure of information without consent when the service
user has capacity are when statute law requires us to do so, when there is a court
order and when disclosure may be necessary in the public interest.
All requests to access records should be processed following the “Procedures for Trust
Staff on How to Deal with Requests for Access
2.2. Definition of Terms
For clarity there are a number of terms the Trust will adopt in relation to confidentiality.
These are explained in section 8 of the policy.
2.3. The Data Protection Principles
Article 5 of the Data Protection Act requires that personal data shall be:
(a) Processed lawfully, fairly and in a transparent manner in relation to individuals;
(b) collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes shall not be considered to be incompatible with the initial purposes;
(c) Adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed;
(d) accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that are inaccurate, having regard to the purposes for
which they are processed, are erased or rectified without delay;
(e) kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods insofar as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes subject to implementation of the appropriate technical and
Organisational measures required by the Data Protection Act in order to safeguard the
rights and freedoms of individuals;
(f) Processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorized or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or Organisational measures.
Article 5(2) requires that
“The controller shall be responsible for, and be able to demonstrate, compliance with the
principles.”

Confidentiality Policy
IC 01 v6
Birmingham and Solihull Mental Health Foundation Trust

January 2021

Page 7 of 48

3.

PROCEDURE- ACHIEVING THE POLICY

3.1. Records/ Information covered
This policy covers all records/ documents that contain personal or confidential
information. Confidential information within the NHS is commonly thought of as health
information; however, it can include information that is private and not public knowledge
or information an individual would not expect to be shared. It can take many forms
including patient level health information, employee records, occupational health records,
etc. It also includes BMSHFT confidential business information.
The Trust will also apply the duty of confidence to clinical records of deceased clients, as
suggested by NHS guidance.
The storing, issuing and transferring of health (care) records (or part thereof) comes
under the responsibility of the Head of Care Records (see Care Records Management
Policy and Procedures).
3.2 Data Protection by Design and by Default
Data protection by design and default is mandated by GDPR and DPA 2018 ensuring
privacy and data protection issues are considered at the design phase of any system,
service, product or process and this consideration continues throughout the lifecycle.
It is of paramount importance that only the necessary level of information should be
processed in order to be able to achieve a specific purpose, and the default position should
always be to use anonymised data where possible. If more information is required to
achieve the objective, consideration should be given to using pseudonymised information
and finally use of the full record if no other option is suitable.
Safeguards need to be integrated into any processing of personal information in order to
ensure the rights of individuals (data subjects) are protected.
To support data protection by design and by default, completion of a data protection impact
assessment (DPIA) pre-assessment questionnaire (appendix one) must be completed and if
required a full DPIA (appendix two) completed in the following circumstances:
•
•
•
•
•
•
•
•

Introduction of a new paper or electronic information system to collect and hold
personal data;
Update or revision of a key system that might alter the way in which the organisation
uses, monitors and reports personal information.
Changes to an existing system where additional personal data will be collected
Proposal to collect personal data from a new source or for a new activity
Plans to outsource business processes involving storing and processing personal
data
Plans to transfer services from one provider to another that include the transfer of
information assets
Any change to or introduction of new data sharing agreements
Introduction of new technology

The pre-assessment questionnaire and full DPIA if required should be submitted to the Data
Protection Officer for review with final approval from the Information Governance Assurance
Group or escalated for approval to the Information Governance Steering Group.
The DPIA includes a section regarding National Data opt Out and the steps that must be
taken if applicable.
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Please refer to the Data Protection by Design and by Default Procedure.
3.3 General Responsibility for Confidentiality
All employees, (substantive, agency, and contractor, temporary, those in partnership/
under contract, volunteers, students or apprentices) are responsible for maintaining the
confidentiality of information whilst working within the Trust and after they have left the
Trust.
Staff must only access personal information if they have a genuine ‘need to know/
legitimate reason’. Unauthorized access or use of information will be investigated and
may lead to disciplinary action and could be actioned under the Data Protection Act.
Everyone working for the Trust should be aware of their responsibilities in order to
comply with law. (Including the Caldicott Principles)
All staff must ensure they know of, understand and apply recommended practical
measures to maintain confidentiality when obtaining, sharing, storing or disposing of
personal information in different communication forms. The Trust has a number of
procedures and guidance document for staff which are available on the Intranet.
In addition to the Data Protection Act 2018 and also Caldicott Principles, staff should be
aware of the Computer Misuse Act 1990, which includes:
• Unauthorised access to computer material, which includes ID and password
misuse, to alter, copy delete or move a program or data or simply to output a
program or data, laying a trap to obtain a password.
• Unauthorised access to a computer with intent, this includes gaining access
to financial or administrative records.
• Unauthorised modification of computer material including destroying
another’s files creation of a virus, introduction of a virus and any deliberate
action to cause a system malfunction.
• Any examples of the above must be reported to the Head of Information
Security and the Trusts Counter Fraud Specialist (CFS).

3.4 Training
IG training must be completed in line with the Fundamental Training Policy for all staff
on an annual basis and more specific training can be requested via the Head of
Information Governance.
3.5 Information Collection
As soon as an individual is accepted as either a potential service user or employee,
records must be created. Staff are responsible for keeping these records accurate, up-todate, and confidential and ensuring they are not shared outside the Trust unless
required to do so.
On initial contact with the Trust the service user must be given information, orally
and in writing, explaining the Trust’s requirement to keep records, how these may be
shared and service users’ rights to access their information (Trust Leaflet No 4
– Access to your Care Record, Your Records Are Safe with Us), along with their right to
raise complaints or concerns directly with the Information Commissioners Office
Confidentiality Policy
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Care Coordinators/ Lead Clinicians must routinely discuss information recording and
sharing with service users, carers and families to confirm understanding, identify any
issues and provide an opportunity to discuss and concerns to sharing information. All such
discussions must be documented in clinical notes.
outside the Trust unless required to do so.
On initial contact with the Trust the service user must be given information, orally
and in writing, explaining the Trust’s requirement to keep records, how these may
be shared and service users’ rights to access their information (Trust Leaflet No 4
– Access to your Care Record, Your Records Are Safe with Us), along with their
right to raise complaints or concerns directly with the Information Commissioners
Office
Care Coordinators/ Lead Clinicians must routinely discuss information recording
and sharing with service users, carers and families to confirm understanding, identify
any issues and provide an opportunity to discuss and concerns to sharing
information. All such discussions must be documented in clinical notes.
3.6 Keeping Patients Informed
It is neither practicable nor necessary to seek the consent of a patient or other informants
each time there is a need to share personal information. Therefore, at their first
appointments services users, carers and family need to be fully informed, unless
exceptional circumstances dictate otherwise (these should be documented clearly
within the patient record) to the best of our ability of how the information which
they give may be used. This will be achieved in a number of ways;
•

•
•
•

The Trust will inform patients of the purposes for which information is collected, the
legal basis for obtaining and processing their data and the categories of people/
organisations information may need to be passed on to. This is achieved by a
patient information leaflet (leaflet 4) being available and via the Publication Scheme
on the Trust’s website although it should be noted that notices, newsletters and
other publicity materials are not considered sufficient on their own and all Trust staff
are responsible for ensuring that patients are made aware of the potential to share
information.
Where information is required to be shared, patients to be advised before they are
asked to provide it and should have the opportunity to discuss any aspects that are
special to their treatment or circumstances.
Advice must be presented in a convenient form and be available both for general
purposes and before a particular programme of care or treatment begins.
In cases of multi-agency working for example, integrated health and social care
teams, staff are required to ensure that a patient is fully informed who is part of
the team, what information they will have access to and the legal basis for
processing. There is a general duty on all health service bodies to act in an open
and transparent way in relation to care and treatment provided to service users.
This Duty of Candour is an NHS Standard Contract contractual duty and
encompasses the principles of openness and transparency.

3.7 Secure Transfer of Personal Identifiable Information
All transfers of personal identifiable information are subject to strict governance and
technical security controls. All staff intending to undertake in-bound and/ or out-bound
personal identifiable information transfers must ensure it complies with all Trust policies
including the ICT Policy
Staff must consider:
Confidentiality Policy
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a) what information is to be transferred (only transfer minimum information required
for the purpose),
b) purpose of transfer,
c) nature of recipient,
d) Method of transfer (e.g. is the email secure?),
e) Physical and technical security measures proposed by the sender and
the recipient.
3.8 Requests for Access to Information
Data subjects have the right of access to their own personal information. These rights are
embodied within:
• The Data Protection Act – entitles individuals to a copy of personal
information held about them (both manual and automated).
• Access to Medical Reports Act 1988 – in respect of reports prepared for
employment or insurance purposes.
• The Human Rights Act 1998 – the means by which certain ‘rights and freedoms’
contained in the European Convention of Human Rights have become a direct
• Part of UK law.
• Access to Health Records Act 1990 – for applications relating to deceased persons
only, right of access are to manual health records made after 1 November 1991 and
earlier records if they are necessary to understand the later ones.
The Trust will always work on the principle of being open and accountable and look to
share as much information with service users, the public etc.… as possible.
Individuals, or an appointed representative, have a right to request copies of personal
data (e.g. staff records, clinical notes, complaints) under Article 12 of the Data Protection
Act. We have a duty to check the validity of requests and once confirmed are legally
required to respond within 1 month of receipt of the request. Information on how to deal
with requests is detailed in the Information Governance section on the Trust Intranet. In
the first instance all such requests must be directed to the Information Legislation
Requests Department.
Where a request to disclose personal information has been received and is considered
appropriate, the decision to disclose, what to disclose and the reasons for this decision
must be recorded. The current/ most recent clinician in charge for a service user or line
manager for a staff member has responsibility for determining what information is
disclosed- they are required to ensure the information is reviewed prior to disclosure and
that no inappropriate information is released.
Guidance is available on reviewing records and the Trust process will ensure actions are
monitored and logged for evidential purposes. When a service user gives consent to
disclose information about themselves, clinicians should make sure that the service user
understands what will be disclosed, the reasons for the disclosure, the likely
consequences and record this information in the clinical notes. For more information
regarding access to information requests please refer to Access to Information Policy
(IG06).
If it appears a service user does not have capacity to consent to sharing of information,
clinicians should carry out a formal assessment of capacity, recording this in the care
records. If the test demonstrates a lack of mental capacity the clinician must ensure
nobody else has a right to make the decision (such as a lasting power of attorney for
welfare decisions or a Court of Protection appointed deputy). If there is nobody authorized
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to make the decision for the service user, the clinician should make a decision in the service
user’s best interests and record this decision on the appropriate form and in the service
user notes (see Mental Capacity Act 2005 Policy (C20)).

3.9 Regular Sharing
The Trust must agree an Information Sharing Protocol/ contractual arrangement with
any partner organisation where it is anticipated regular information sharing will be required
for personal data. The Service Lead in BSMHFT is responsible for ensuring a privacy
impact assessment is undertaken and a protocol is developed and approved prior to
any sharing. All protocols must be logged centrally with the Head of Information
Governance, who will review protocols prior to agreement and signing by the Caldicott
Guardian.
The protocol will lay down the principles under which information can and should be
shared, how the information will be shared (e.g. hard copy, electronic), security, and
details of the information to be shared in line with legislation.
Staff being asked to release service user information must be familiar with the relevant
protocol and only release the minimum information required to fulfill the obligation and
meet the request, in line with the arrangements in the protocol. Protocols will recognize
that the duty to share information can be as important as the duty to protect
confidentiality and provisions exist to allow sharing in all appropriate circumstances.
Where an information sharing request is received from an agency with whom the Trust
has no information sharing protocol the requests must be passed to the Head of Information
Governance who will determine if there is a valid/ legal reason to disclose and acceptable
conditions at the receiving organisation, consulting with Clinicians where appropriate. Any
disclosure must only be made in line with this policy.
3.10 Disclosure without Consent
The Trust will work on the basis that sharing information to support service user care and
prevent risk to data subjects or others is essential. It is not acceptable that the care a
service user receives might be undermined because organisations do not share
information effectively, in the majority of circumstances sharing will be necessary for the
delivery of direct patient care, providing a patient has been fully informed and advised
under section 3.5 of this policy, explicit consent will not need to be obtained. Sharing
personal information effectively is a key requirement of good information governance and
professionals should have the confidence to share information in the best interests of
their service users; this means that sharing will happen without consent sometimes.
Under common law and in the best interests of the public, staff are permitted to disclose
personal information in order to prevent and support detection, investigation and
punishment of serious crime and/or to prevent abuse or serious harm to others where
they judge, on a case by case basis, that the public good that would be achieved by the
disclosure outweighs the individuals rights or freedoms under the Data Protection Act , the
obligation of confidentiality to the individual patient concerned and the broader public
interest in the provision of a confidential service. Staff can seek advice from the IG team
or Caldicott Guardian on a case by case basis or request additional training if they are
routinely making these decisions.
Decisions about disclosures of confidentially sensitive information must be made on a
case-by-case basis. In considering whether to disclose staff should consider the merits of
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each case however, certain considerations will need to be taken in all cases:
•
•
•

Extent of the information which is to be disclosed – it will be easier to justify
disclosure of demographic data or the fact that someone attended a clinic rather
than detailed health information.
The nature and impact of the crime or harm justifying the disclosure - it will be
easier to justify disclosure of information relating to a physical attack against a
person than it would be for shoplifting.
Whether the disclosure is for detection or prosecution of crime or harm to others or
whether it is preventative - it may be more justifiable to disclose information to
support prosecution in relation to a crime that has occurred than to prevent a crime
which has not yet occurred.

A public interest justification for disclosure can be considered, and this guide becomes
useful, in situations where:
•
•
•
•
•
•
•

Disclosure would be in the public interest1; AND
The purpose of the disclosure cannot be achieved with anonymised information;
AND
There is no statutory basis for disclosure; AND
Patient consent2 has not been given because:
It is not practicable to ask the patient(s) for consent e.g. because, for example,
there are no up-to-date contact details for the patient, or the matter is urgent
and the patient cannot be contacted; OR
It would be inappropriate to ask the patient(s) because, for example, they lack the
capacity to give consent, or they are suspect(s) who should not be informed that
they are under criminal investigation; OR
The patient(s) have been asked for consent and refused.

The courts, including coroner’s, some Tribunals and persons appointed to hold inquiries
have legal powers to require disclosure of information that may be relevant to matters
within their jurisdiction. This does not require consent of the service user; whose records
are to be disclosed. Such disclosures must be strictly in accordance with the terms of a
court order and should only provide required information to the bodies in the order.
Disclosures in the public interest may be necessary to prevent serious crime or risk of
significant harm. Public interest is described as exceptional circumstances that justify
overruling the right of an individual to confidentiality in order to serve a broader societal
interest. Decisions about the public interest are complex and must take account of both
the potential harm that disclosure may cause and the interest of society in the continued
provision of confidential health services. An example of this is sharing informing to
Prevent terrorism3 (Prevent.) Data collected about people for the purposes of Prevent
must be necessary and proportionate. The Channel guidance, Prevent works to, provide
1 Disclosure of the information must result in public benefit; this is not the same as something being of interest
to the public (e.g. a scandal).
2 Or those empowered to make decisions on behalf of the patient, which for an incompetent child is a person
with parental responsibility, and for an adult lacking capacity it is someone empowered to make decisions
under the
Mental Capacity Act 2005 (see in particular paragraph 3 of the Act available at:
http://www.opsi.gov.uk/ACTS/acts2005/ukpga_20050009_en_2#pt1-pb2-l1g3).
3
Known as Prevent- part of the Government counter-terrorism strategy. Prevent operates in the pre-criminal
space. It is about supporting individuals who are at risk of radicalisation away from becoming terrorists or
supporting terrorism.
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A clear statement about the information sharing principles and legislative framework for
Channel and covered the following areas:
Necessity and proportionality: personal information should only be shared where it
is strictly necessary to the intended outcome and proportionate to it.
Consent: wherever possible the consent of the person concerned should be obtained
before sharing any information about them. In the absence of consent personal
information cannot be shared without satisfying one of the gateway or exemption
conditions.
Power to share: the sharing of data by public sector bodies requires the existence of
a power to do so, in addition to satisfying the requirements of the Data Protection
Act and the Human Rights Act 1998.
Data Protection Act and the Common Law Duty of Confidentiality: in engaging with
non-public bodies, the Channel coordinator should ensure that they are aware of
Their own responsibilities under the law.
“Serious crime” is not clearly defined in law but will include crimes that cause serious
physical or psychological harm to individuals. This will include murder, manslaughter, rape,
treason, kidnapping, and child abuse or neglect causing significant harm and will likely
include other crimes which carry a five-year minimum prison sentence but may also include
other acts that have a high impact on the victim.
Alternatively, theft, fraud or damage to property where loss or damage is not substantial
are less likely to constitute a serious crime and may not warrant breach of confidential
information, though proportionality is important here. It may, for example, be possible to
disclose some information about an individual’s involvement in crime without disclosing
any clinical information.
Disclosures to prevent serious harm or abuse also warrant breach of confidence. If
gaining consent would delay or put individuals at increased risk, information can be shared
on the basis of ‘vital interests’ of the individual(s). 4 The risk of child abuse or neglect,
assault, or the spread of an infectious disease are perhaps the most common staff may
face. However, consideration of harm should also inform decisions about Disclosure in
relation to crime. Serious fraud or theft involving NHS resources would be likely to harm
individuals waiting for treatment. It is also important to consider the impact of harm or
neglect from the point of view of the victim(s) and to take account of psychological as well
as physical damage.
There are also cases where disclosure of information may be in the public interest for a
reason unrelated to serious harm or crime. The decision to disclose must take account of
the likelihood of detriment (harm, distress or loss of privacy) to individuals concerned, but a
proportionate disclosure may be acceptable where there is clear benefit to the public. The
key factors in deciding whether or not to share confidential information are necessity
and proportionality. The disclosure of personal information must be necessary in order
to satisfy an important public interest. Public interest must be judged on the merits of the
case. Such a defense is only applicable in limited circumstances; public interest does not
mean “of interest to the public”.
Health professionals must objectively assess public interest (e.g. through conferring with
colleagues). Colleagues may identify additional factors to consider, and assist in weighing
up the options. Where appropriate the Caldicott Guardian should be involved.
4

E.g., where a child or vulnerable adult may be in need of protection, at risk of death or serious harm.
Professionals who have such concerns should draw them to the attention of the relevant authorities.
5
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Seeking such advice may not be practicable in cases where the decision is urgent and
there are no suitable colleagues available.
Disclosure should be to the appropriate person(s), and the confidential information
provided should be limited to that necessary to fulfil the purpose of the disclosure. It
may be possible to restrict the contents, recipient(s), or conditions of disclosure to limit
the detriment caused but still achieve the public interest aim so that the disclosure is
proportionate.
A fair balance should be struck between the rights of the individual and potential damage
to the relationship between the health professional(s) and the service user, and the
potential impact of the service user terminating that relationship. This will a professional
judgement made on the basis of the information they have to hand.
In circumstances, where it is difficult to make a judgment, staff should contact the Head
of Information Governance or seek legal or other advice through Trust Legal Services.
Should a request be submitted out of hours and an urgent decision be needed staff
should discuss with the on-call Director prior to the sharing of any information
3.11

Research and National Clinical Audit
If information is required for medical research, audit or planning purposes, staff should
always evaluate each project and determine whether personal identifiable information or
confidential patient information is needed for such purposes.
Unless there is genuine justification, all personal identifiable information described
in this policy should be taken out to anonymise the data for research purposes.
Article 89 of the Data Protection Act states the principle of minimizing use of personal
identifiable data in research and related activities, and recognises pseudonymisation - a
procedure by which the most identifying fields within a data record are replaced by one or
more artificial identifiers, or pseudonyms – as a tool for minimizing use of identifiable data
while still distinguishing between separate individuals within study data sets. Staff wishing
to pseudonymise records can seek advice from the Trust’s Information Team
There may be exceptional circumstances, where the use of patient identifiable information
and confidential patient information in research and clinical audit outweighs issues of privacy
for public good. The Confidentiality Advisory group of the Health Research Authority has
been given the powers provided under Section 251 of the NHS Act (2006) (formerly Section
60 of the Health and Social Care Act 2001) in such circumstances. It is important to note
that Section 251 permits the temporary setting aside of the common law duty of
confidentiality but does not set aside the requirements of the Data Protection Act.
If staff identify a potential application of Section 251 of the NHS Act (2006) prior to ethical
approval of a project, the case should be made to the Caldicott Guardian following the
initial approval, who will assess each S251 case individually and refuse or accept the
initial decision by the Confidentiality Advisory Group under Health Research Authority, to
disclose the required information for research without consent for the public good.
All staff must keep personal identifiable information and confidential patient information
secure at all times. Associated researchers should clarify in research proposals the
arrangements to obtain permission to access clinical information. Once explicit consent is
obtained, researchers can use clinical information to conduct research
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3.12 National Data opt Out for Research, National Clinical Audit and Planning
The national data opt-out enables patients to opt out from the use of their confidential
patient information for research or planning purposes by using an online service.
Patients can view or change their national data opt-out choice at any time.
Confidential patient information is defined in section 251 of the National Health
Service Act 2006 as information that meets all of the following three requirements:
1. Information that is identifiable or likely identifiable (for example from other data

likely to be in the possession of the data recipient); and
2. Information that is given in circumstances where the individual is owed an

obligation of confidence; and
3. Conveys some information about the physical or mental health or condition of
an individual, a diagnosis of their condition; and/or their care or treatment.
The national data opt-out does not apply to:
1. Information that is anonymised in line with the Information Commissioner’s
Office (ICO) Code of Practice on Anonymisation or is aggregate or count type
data.
2. Workforce or staff data.
As confirmed by the ICO, pseudonymised personal data remains personal data
within the scope of GDPR and thus falls within the scope of the national data opt-out.
With respects to research and national clinical audit, national data opt-out applies to
a disclosure of confidential patient information when a research or audit team
confirms they have approval from the Confidentiality Advisory Group (CAG).
CAG approval, also known as a section 251 approval, enables the common law duty
of confidentiality to be temporarily lifted so that confidential patient information can be
disclosed without the data controller being in breach of the common law duty of
confidentiality (i.e. without obtaining individual service user consent). It is only in
these cases where opt-outs apply.
The national data opt-outs do not apply in the following situations:
1. If a patient has agreed to a specific use of data for a research or national
clinical audit study, after being fully informed, then the national data opt-out
does not apply. Even patients who have registered a national data opt-out can
agree to take part in a specific research project or clinical trial, by giving their
explicit consent.
2. The national data opt-out does not apply to the disclosure of confidential
patient information required for the monitoring and control of communicable
disease and other risks to public health.
3. The national data opt-out does not apply to the disclosure of confidential
patient information where there is an overriding public interest in the
disclosure, i.e. the public interest in disclosing the data overrides the public
interest in maintaining confidentiality.
The national data opt-out does not apply to the disclosure of confidential patient
information where the information is required by law or a court order.
Where it has been identified that national data opt out applies, the Information
Department will apply the national data opt-out prior to providing any information via
NHS Digital’s technical solution.
Confidentiality Policy
IC 01 v6
Birmingham and Solihull Mental Health Foundation Trust

January 2021

Page 16 of 48

3.13 Information Storage
Appropriate security arrangements must be in place to ensure that files are protected
from unauthorised access and disclosure and from loss and destruction (see ICT Security
Policy and/ or Care Records Management Policy.
Storing information electronically means that access to this information could be more
widely available and therefore additional safety measures will be put in place:
• Every user requiring access to a patient system will be given a unique user id and
password that must not be shared
• staff will be required to sign a network access agreement form in which they
accept responsibility for confidentiality and information security while using Trust
systems (additional requirements will be covered in the Trust Information Systems
Security policy)
• Staff will be required to read and accept a confidentiality agreement/ notice when
logging into the Trust network and, where possible, to individual applications.
Only ICT approved and Trust issued electronic systems must be used to store personal
information (a list of approved systems is held by the ICT Department). No non- T r u s t
issued media is permitted to be attached to Trust equipment or used to transfer Trust
information. Trust encrypted memory sticks can be requested from ICT. Only under
exceptional circumstances will personal devices be allowed to be used, for instance during
a global pandemic such as COVID-19, but this use must be approved by ICT.
Electronic systems must be password protected (in line with Trust standards) and must
have a robust back-up and recovery strategy in place to ensure the ability to recover from
unexpected data loss with minimal impact on the Trust business.
Manual confidential/ personal files or information must be locked away when not in use,
E.g. locked filing cabinet, secure office.
This also applies to both internal and external systems and is the responsibility of the
information asset owner.
3.14 Transferring Information Securely
Where personal identifiable information needs to be shared electronically safeguards
must be in place to ensure confidentiality (e.g. use of NHS.net (secure email) or encrypted
devices). Advice is given in the Safe Haven Procedures, ICT Policy or by contacting
the ICT Service Desk.
Refer to the Care Records Management Policy for further information on transferring
Care (Health) Records securely.
3.15 Disposing of Confidential Information
Disposal of Trust records must be in accordance with the NHS Records Management
Code of Practice and the Trusts Corporate Records Management Policy.
Where confidential information needs to be disposed, care must be taken to ensure it is
destroyed safely so that confidentiality is not breached (see Disposal Guidelines).
Disposal of confidential information on magnetic media (e.g. CDs, DVDs, memory sticks)
must follow Trust ICT Department procedures.
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All Information sharing agreements and contracts relating to the sharing of information
must contain provisions on data retention and set out not only how long information will be
retained for but also how it will be disposed of and whether certificates of destruction are
required
3.16

Handling of Confidentiality Breaches/ Incidents

All breaches of information governance must be recorded onto the Trusts incident
reporting system Eclipse in line with the Incident Reporting and Management Policy.
If a reasoned disclosure without consent has been made under section 3.10 of the policy,
you must inform the Information Governance Team or Caldicott Guardian so this can be
recorded on the Caldicott Log.
Under article 33 of the Data Protection Act the Trust is required to report all serious
breaches of confidentiality to the Information Commissioners Office within 72 hours and
failure to do so may result in the Information Commissioner’s Office issuing a monetary
penalty to the Trust.
Reporting to the Information Commissioner’s Office can only be done via the Information
Governance T e a m with agreement from e i t h e r t h e SIRO, Caldicott Guardian or
Associate Director of Performance and Information.
If you suspect that a serious breach has occurred, you must raise this on the Trust’s internal
Eclipse incident reporting system within 24 hours.
The Information Governance Team will support local team investigations for all information
governance incidents, including serious information governance incidents. Learning from
information governance incidents will be shared with relative teams and significant Trust
wide learning will be included within the information governance awareness sessions and
the monthly information governance article within Connected.

Root cause analysis methodologies, such as five why’s and the cause and effect
model (appendix five) will be used to aide investigations following a serious
information governance incident as in line with the process described in the Trust’s
Reporting, Management and Learning from Incidents Policy.
Nominated senior managers will formally investigate serious breaches and where
appropriate use the Trust’s Disciplinary Procedure.
Staff who breach this Policy may be subject to disciplinary action which could lead to
dismissal.

3.17 Access / Sharing of Confidential Information
Staff will be required to read and accept an ICT acceptance screen when logging on to
the Trust network; which includes confidentiality; and, where possible, to individual
applications as well.
In order to protect confidentiality:
• Service user information must not be disclosed under any circumstances for the
purposes of fund raising or commercial marketing, although the Trust or its agents
may do so with explicit consent from the service user.
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•
•

•

3.18

Care should be taken that images of Trust sites and services (e.g. photos) do not
identify service users or staff members without their permission.
Although there is no legal obligation to keep personal information confidential after
the death of a person there is an ethical obligation and ongoing duty of confidentiality
for NHS organisations to do so (see NHS Confidentiality Code of Practice). This
duty of confidentiality will in most cases reduce over time. Information about a
deceased person should only be passed on w i t h the consent of their executor
(such as next of kin, solicitor or someone with written confirmation that they
are administering the deceased Estate). Access requests to health records for a
deceased person can also be made under the Access to Health Records Act 1990.
Anybody providing services to the Trust who is not a substantive employee,
temporary staffing member of covered by a contract/ sharing protocol will be
required to sign a Local Confidentiality Agreement.
Remote Working and Maintaining Confidentiality

Whilst the Trust is supportive of remote working, including staff working from home, the
need to adhere to information governance policies, and staff understanding their own
information governance responsibilities remains of paramount importance.
Patient and confidential information should be treated in same manner, ensuring appropriate
safeguards and policy requirements are satisfied, regardless of whether a member of staff is
working on a Trust site or remotely, including working from home.
When working remotely and accessing patient and confidential information, all staff must
adhere to the following additional requirements:
•

•
•
•

•

•

•

Only use Trust issued equipment to access the Trust Network. The Trust does not
allow for remote access with non-Trust devices and if any equipment is required, the
ICT team must be contacted. ICT is developing new and more flexible ways to
securely connect to the Trust network. If you are planning to use any personal device
first check with ICT. Only use approved ways of connection to the Trust network and
systems.
Staff must ensure their own Wi-Fi connection is secure
Trust equipment must only be used for Trust business and not for personal use
If any Trust equipment or patient clinical records are taken home they must be stored
securely and not left in cars. Staff will take full responsibility for the safe keeping of
Trust equipment and clinical records ensuring they cannot be accessed
inappropriately (please refer to the Safe Haven Guidance).
All Trust Information Governance policies must be adhered to when working remotely
(including working from home), and the best way to ensure staff understand their
information governance responsibilities is by completion of the mandatory annual
Information Governance training.
Staff need to be vigilant of phishing risks and to not open any suspicious emails or
click links or open attachments in emails and video chat that they suspect may be a
security risk.
Staff must ensure that their work area at home or other remote location, is secure and
that privacy and security is maintained for all their daily work tasks, including
reviewing and responding to emails, accessing patient and staff records, accessing
confidential information and making and receiving telephone calls. Staff will need to
ensure computer screens are not easily visible to others, no confidential, patient or
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•

staff information is viewable during video calls and consultations, and telephone calls
can be made in a area where the member of staff will not be overheard.
Patient and members of staff privacy rights must always be respected

3.19 Video Conferencing
A key area of working remotely, including working from home is the use of video
conferencing applications which provide staff with the ability to conduct remote meetings
with colleagues and hold clinical consultations with patients, and also hold group therapy
sessions.
The key benefits of using video conferencing applications include:
•

Saving time by reducing time spent travelling to and from meetings

•

Enabling staff to stay in more frequent face to face contact with patients, providing
consultations and therapy in a more accessible way which is of particular benefit to
patients who may have mobility issues and have previously struggled to physically
attend appointments

•

The ability to quickly organise real time face to face meetings for critical decision
making

•

Allowing staff to work from different locations, including home

•

Saving money by reducing travel and expenses costs

•

Environmental benefits - a reduction of CO2 emissions

To support staff in the secure use of video conferencing, there are information governance
considerations that staff need to be aware of when arranging or attending video meetings:
•

If you are asked to join a meeting using an application you are unfamiliar with, ask
ICT if it is safe to use

•

Check that only the correct people have been invited to the meeting. Any unexpected
attendees must be asked to leave the meeting to avoid a data breech

•

Be aware of privacy settings in any software being used - for example using the
default ‘private’ setting within Microsoft Teams rather than changing to ‘public’

•

If you need to share personal/confidential patient information during your video call
you should apply the same principles you would at any other time, i.e., adhere to the
Caldicott Principles, only share the minimal necessary information, consider whether
all participants of the meeting need to have the information

•

Established procedures of confirming the identity of a patient or their representative

•

Patients must be made aware of their responsibilities when using video conferencing,
i.e., they should ensure they are in a private area where no one can overhear them.
Advise patients to not have any of their personal information displayed in the
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background, for example photographs of their children or information containing their
home address. Patients also need to be advised not to share their meeting login
details with anyone else.
•

Staff need to consider whether anyone else can overhear their conversation. Only
relevant colleagues or the patient themselves should be able to hear the
conversation, particularly if patient data is being discussed.

•

Staff must ensure that there is no confidential information on display that may be
seen when video conferencing

•

Staff must ensure that only the correct individuals attend a video conference meeting
if patient data is being discussed.

•

Staff should be aware that patients have a right to record their consultation as it is
classified as their data.

•

Video consultations are still consultations and appropriate updates must be made to a
service users record.
Staff should be aware that if they are considering the use of a new video
conferencing platform they should complete a Data Privacy Impact Assessment. This
will provide assurance that use of such a solution will be secure and that the privacy
of service users will be maintained

•

3.20 Children and Young People
Young people aged 16 and over are regarded as adults for purposes of consent to
treatment and are therefore entitled to the same duty of confidence as adults.
Children aged 13 and over who have the capacity and understanding to take
decisions about their own treatment are entitled to decide whether personal
information may be passed on and generally to have their confidence respected (for
example, they may be receiving treatment or counselling about which, they do not
wish their parents to know). This right is supported under the Data Protection Act
2018 and is also commonly referred to as the Frazer Gillick Competence. However,
the child should be encouraged to involve parents or other legal guardians.
Generally, children between the ages of 0-12 will not have the capacity to withdraw
consent for their information to be shared with their parents or guardians, any such
decision to do so can only be made with the approval from the Trusts Caldicott Guardian.
Services which are provided to children must create specific privacy notices which are
understandable to children, therefore written in clear, simple language, brief and
concise.
In other instances, with regard to children, decisions to pass on personal information
may be taken by a person with parental responsibility in consultation with the health
professionals concerned.
Under the Children Act 2004 key people and bodies have the duty to make
arrangements which ensure their functions are discharged with regard to the need to
safeguard and promote the welfare of children. This extends to the member agencies of
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the Local Safeguarding Children’s Board and services they commission. Information
sharing is fundamental for complying with this statutory regulation. Child protection is an
area where information may be shared without the consent of the child or their parent.
In child protection cases, if the health professional (or other member of staff) has
knowledge of abuse or neglect relevant information will be shared with others on a
strictly controlled basis so that decisions regarding the child’s welfare can be taken in
the light of all relevant information.
When information regarding an individual indicates that a child may be at risk from that
individual there is a duty to share that information with the appropriate agency.
3.21 Complaints
Complaints from patients regarding confidentiality of their information will be dealt with
through either the Trust’s complaint procedure or the health professionals’
administrative bodies, with support from the Information Governance Team. The Trust
will support and inform individuals of their statutory right to complain to the Information
Commissioner, as well as rights to take action for compensation if the individual has
suffered damage (physical and/or mental) as a result of the breach of confidentiality.
Also, to have any inaccurate personal information corrected or erased.
3.22

Sharing Information with Relatives, Friends and Carers

Clinical teams and individual professionals must ensure that families and carers are
actively engaged as part of our duty of care to our service users.
Clinicians should have discussions with service users about the benefits to them
when information is shared with family and friends.
How this discussion is held will be the main factor in whether consent is given by the
service user. Clinicians should explore any reservations the service user may have,
an negotiate with the service user about what they do, and do not want shared with
others. If a service user refuses to share any information with family and friends, this
should be noted, but should not end the process of negotiating with the service user.
Lack of consent to share information should not terminate the relationship the family
member or carer has with the clinical team, nor impact upon routine, positive
engagement of families and carers .Professionals should continue to provide an active
welcome to families and carers, along with support and engagement without breaching
confidentiality. This can be done through provision of high quality information, advice
and assistance on the management and support for their treatment. Clinicians should
actively engage with the needs of carers and families in their own right ,as caring for an
individual with major mental health issues requires stamina and resilience and can
impact upon mental health
. Clinicians should, where appropriate, encourage a service user to consent to sharing
information with families and carers to support their care and ensure that a service user
is informed they can consent to certain aspects of their information being disclosed
whilst not consenting to others. For example consenting to information about care and
treatment being disclosed but not about social activities or relationships. Gaining
consent is not a “one off “activity and needs to be part of regular conversation with
service users
Special care and attention is required regarding the area of information sharing and risk.
Risk refers to risk to the service user, directly to families and carers and more widely to
the community. Serious incident reviews and Domestic Homicide Reviews indicate that
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poor information sharing with family and carers , and lack of engagement with families
and carers who are wishing to share risk information has at times led to catastrophic
events , at times leading to the death of service users and to family members . It is
critical that we protect families and carers where risks may present, also that they can
share concerns about risks that may be escalating with clinical teams, and be confident
these concerns will be heard and acted upon
Clinicians should bear in mind that, when information is shared with family and friends,
this can help to create a collaborative relationship, which is mutually beneficial for all
working together can create consistency in the support for the service user. A lack of
information being shared with family and friends can create challenges in relationships
between the service user, their family and the clinician. A proactive discussion with
service users about information being shared can mitigate against this.
In this context, the term ‘carers’ relates not only to a patient’s family or friends who may
assist and provide care to the patient on a regular basis but can also refer to the a
residential home or healthcare team who are at that time, involved in caring for the
patient and may therefore be given information about a patient unless the patient has
indicated otherwise. Explicit consent should be sought wherever possible and the
individual’s wishes recorded in the hospital case notes.

4

ROLES AND RESPONSIBILITIES
Post(s)

Caldicott Guardian

Senior Information Risk
Owner (SIRO)

Head of Information
Governance / Data
Protection Officer

Responsibilities
The Medical Director is the Caldicott Guardian.
The Caldicott Guardian has accountable for
the safe management of patient data.
However, each member of staff is responsible
for patient confidentiality.

Ref

The SIRO is the Executive Director of Finance,
and a mandated role which has overall
responsibility for managing information risk
across the Trust. The SIRO is a member of the
Executive team and is assisted by;
• The Trust’s Data Protection Officerthe Head of Information Governance
• The Trust’s Deputy SIRO- Associate
Director of Performance and
Information
• The Trust’s Information Systems
Security Officer- Head of ICT
• The Head of Information Governance
• An Information Asset Owner will be
identified for each of the Trust’s critical
information assets
This role will lead the Information Governance
agenda for the Trust and is managerially
accountable to the SIRO. They will have day to
day operational responsibility for all aspects of
Information Governance (except specific
elements of information security and data
quality).
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This role holds the post of the Data Protection
Officer under the new Data Protection Act to
fulfil the statutory functions and responsibilities
of that role, including providing leadership,
challenge and support to achieve
organisational compliance.

Information Asset Owners

Managers

Information Asset Owners (IAO) are individuals
involved in running/ administrating relevant
systems - asset. Their role is to understand
what information is held, identify the legal
condition/basis for processing the data, what is
added and what is removed, how information is
moved, and who has access and why. As a
result, they are able to understand and
address risks to the information, and ensure
that information is fully used within the law and
confidentiality and provide written input to the
SIRO on the security and use of their asset.
It is the responsibility of managers and
supervisors of temporary staff, students and
contractors who have access to sensitive
personal information to ensure staff are aware
of the need for confidentiality under the Data
Protection Act and complete annual IG
training. Managers and supervisors must
make individuals aware of the guidelines that
need to be followed in the handling of all
sensitive personal information. Any staff not
signed up to NHS Terms and Conditions must
sign a Local Confidentiality Agreement
All members of staff must be aware of the
confidential nature of their work and sensitive
information they may come across. All staff are
provided with an introduction to Information
Governance standards during their corporate
induction and are expected to familiarise
themselves with organisational policy in
relation to these issues.

All Staff

All staff are required to undertake mandatory
information governance training on an annual
basis.
Breach of confidentiality may result in
disciplinary action in accordance with the
disciplinary policy and is seen as a serious
offence which will be treated as gross
misconduct and could result in dismissal. (See
Disciplinary Policy)

Confidentiality Policy
IC 01 v6
Birmingham and Solihull Mental Health Foundation Trust

January 2021

Page 24 of 48

4 DEVELOPMENT AND CONSULTATION
Consultation summary
Date policy issued for consultation

January 2021

Number of versions produced for
consultation

1

Committees / meetings where policy
formally discussed

Date(s)

Information Governance Assurance Group

March 2020

Information Governance Steering Group
PDMG

March 2020
March 2021

Where received

Summary of feedback

Actions / Response

IGSG

Amendment to section 3.16 and
inclusion of appendix 5

Changes made

6. Reference Documents
In writing this policy the author has made reference to the following document;
1. General Data Protection Regulations and Working Party 29 guidance
2. Common Law of Confidentiality
3. General Data Protection Regulation 2016
4. Data Protection Act 2018 (DPA18)
5. Human Rights Act 1998 (HRA98):
6. Freedom of Information Act 2000
7. Access to Health Records Act 1991
8. Computer Misuse Act 1990
9. Administrative Law
10. Caldicott Review 2013
11. Confidentiality NHS Code of Practice 2003 (And
supplementary guidance dated November 2010)
12. Confidentiality: Protecting and Providing Information (GMC 2017)
13. Mental Capacity Act 2005
14. NHS Act 2006
7.
BIBLIOGRAPY
There are a range of statutory provisions which limit or prohibit the use and disclosure
of information in specific circumstances and, similarly, a range of statutory provisions
that require information to be used or disclosed. The following legislation and national
guidance is relevant when considering whether confidential information should be
accessed and/or disclosed, and has been taken into account in the creation of this
policy.
Common Law of Confidentiality **
General Data Protection Regulation 2016 (GDPR) **
Human Rights Act 1998 (HRA98) **
Freedom of Information Act 2000 **
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Access to Health Records Act 1991
Computer Misuse Act 1990 **
Administrative Law **
Caldicott Principles (revised 2013)
Confidentiality NHS Code of Practice 2003 ** (And supplementary
guidance dated November 2010)
Confidentiality: Protecting and Providing Information (GMC 2017)
Data Protection Act 2018
(Note: ** indicates that this legislation and guidance equally applies to service user records,
staff records or records relating to third parties)

This policy is in line with best practice advice given by regulatory bodies to their
registered health professionals (e.g. Royal College of Psychiatrists). It is re-enforced
by the guidance on the need to protect confidentiality of patient information held on
electronic systems which was issued jointly by the NHS, GMC and the Information
Commissioner (Joint Guidance on use of IT Equipment and Access to Patient Data –
DoH 25 April 2007). These state:
‘No IT system can be immune to inappropriate use by individuals who have been
authorised to use the system and to access data. It is important therefore that all those
who are provided with such authorisation by virtue of their role in delivering or supporting
the delivery of care, understand and meet the standards of behavior that are required by
law and professional codes’.
It concludes:
‘The General Medical Council, Information Commissioner and the Department of Health
have agreed this joint statement to ensure that all those who have access to patient
information in the course of their work are clear about what is expected of them. The
Department of Health has strongly supported the Information Commissioner’s call for
stronger penalties to apply where individuals obtain information unlawfully, and the law is
to be changed to provide the possibility of a custodial sentence for those found guilty’.
8.
GLOSSARY/ DEFINITIONS
Commercially sensitive information
This is non-personal information (therefore not covered by the Data Protection Act), which
may be sensitive to the Trust (e.g. some financial information) and therefore must be kept
confidential.
Confidential Information
Information which can be classified as ‘confidential’ is defined as information of a specific
and personal nature about service users, their families or friends and carers, our
employees and their families (e.g. health information, complaints, references etc.) and
other persons who are in contact with the Trust. In the context of Trust services, the
simple fact of referral to a service would meet this definition and therefore all personal
data held should be so classified.
‘Confidential information’ covered by this policy includes any information that has not
been fully anonymised. If the name and address are not present but an NHS number is,
then this is considered to be pseudo-anonymous, because it is still possible for the
person to be identified (the NHS number is a unique identifier given to each person in
England and Wales). Similarly, presence of date of birth and postcode may be sufficient,
in combination with other information, to identify an individual. When producing statistical
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analyses, it is important to not present data at too disaggregated a level as this may also
lead to individuals being recognisable and others being able to infer confidential
information.
Data
Data means information which –
1. is being processed by means of equipment operating automatically in response to
instructions given for that purpose,
2. is recorded with the intention that it should be processed by means of such
equipment,
3. is recorded as part of a relevant filing system or with the intention that it should
form part of a relevant filing system,
4. does not fall within paragraph (a), (b) or (c) but forms part of an accessible record
as defined by section 68, or
5. Is recorded information held by a public authority and does not fall within any of
paragraphs (a) to (d).
Emergency Situation
Situation which involve emergency services working with our staff (e.g. the evacuation of
one of our inpatient facilities)
Explicit consent
The person was specifically asked and has given permission to record, store or disclose
information. This must be supported by a written signed authorization. You cannot rely on
implied consent to process sensitive information.
Care Record
A Service User’s Care Record containing notes by all Health and Social Care workers
involved in the treatment- can be paper and electronic. This may contain information not
always written by BMSHFT staff (e.g. Birmingham Social Care staff and/or Solihull Care
Trust staff who support BSMHFT teams).
Personal Information/ Data
Data which relates to a living individual who can be identified from that data or from data
and from other information, which is in the possession of, or is likely to come into the
possession of the data controller (e.g. our Trust)
Special Categories of data
GDPR also refers to ‘special categories of data’. Special consideration and justification
needs to be given for the collection and disclosure of such data. Sensitive personal data
according to the Data Protection Act is:
Physical or Mental Health or condition
Racial or ethnic origin
Political opinions
Religious beliefs or other beliefs of a similar nature
Trade Union membership
Sexual life
The commission or alleged commission of any offence
Genetic Data
Biometric Data where processed to uniquely identify a person
Any proceedings for any offence committed or alleged to have been
committed, the disposal of such proceedings or the sentence any court in such
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Proceedings.
From the above list it can be seen that most of the information the Trust collects
and uses on service users (in clinical notes or electronically) and staff is
considered to be ‘sensitive personal information’ and subject to the highest level
of protection under the Data Protection Act.
Treating Team
Any clinical staff within the Trust involved in the direct care and treatment of the service
user.
9.
AUDIT AND ASSURANCE
Implementation of this policy will be monitored through regular audits across the Trust;
interviewing staff and service users and regularly reviewing confidentiality incidents.
Incidents will be logged and reported to the Information Governance Steering Group
(IGSG).

Element to be
monitored
IG Training
Compliance
Monitoring (95%
required)
Various policy
aspects, e.g. physical
security
Requests for access
to information
Handling of
Confidentiality
Breaches/ Incidents
Safe Haven
compliance (email)

Lead

Tool

Frequency

Reporting
Committee

Head of IG

Insight
Reports

Bi-monthly

IGSG

Head of IG/
Head of Care
Records
Head of IG/
Head of Care
Records

IG Site Audit
of all Teams

Annually

IGSG

ILR Master
Log and
reports
Standing item
on agendas/
themed
reviews
Email
monitoring
tool

Quarterly

IGSG

Bi-monthly
and as
needed

IGSG

BAU

IGSG

Head of IG

Head of ICT
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10.
Appendix 1 – Equality Impact Assessment
Title of Proposal

Information Governance Assurance Policy, Confidentiality Policy and
Access to Information Policy

Kirstie Macmillan
Role or title
Head of Information Governance
Person Completing
this proposal
Division
Corporate
Service Area
Performance and Information
Date Started
Jan 2021
Date completed Jan 2021
Main purpose and aims of the proposal and how it fits in with the wider strategic aims and objectives of the
organisation.
These policies identify how the Trust will uphold data subjects rights and expectations in regards to data protection and
associated principles and legislation.
Who will benefit from the proposal?
All service users and members of staff
Impacts on different Personal Protected Characteristics – Helpful Questions:

Does this proposal promote equality of opportunity?
Promote good community relations?
Eliminate
Promote positive attitudes towards disabled people?
discrimination?
Consider more favourable treatment of disabled
Eliminate
people? Promote involvement and consultation?
Protect and promote human rights?
harassment?
Eliminate
Please click in the relevant impact box or leave blank if you feel there is no particular impact.
victimisation?
Personal Protected No/Minimum
Characteristic
Impact

Negative Positive Please list details or evidence of why there might be a
Impact
Impact positive, negative or no impact on protected characteristics.

Age

These policies provide guidance for staff on how to uphold
service users, carers and stakeholders’ rights under
data protection

Including children and people over 65
Is it easy for someone of any age to find out about your service or access your proposal?
Are you able to justify the legal or lawful reasons when your service excludes certain age groups
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Disability

These policies provide guidance for staff on how to uphold
service users, career’s and stakeholders’ rights under data
protection

Including those with physical or sensory impairments, those with learning disabilities and those with mental health issues
Do you currently monitor who has a disability so that you know how well your service is being used by people with a disability?
Are you making reasonable adjustment to meet the needs of the staff, service users, carers and families?

Gender

These policies provide guidance for staff on how to uphold
service users, career’s and stakeholders’ rights under data
protection

This can include male and female or someone who has completed the gender reassignment process from one sex to another
Do you have flexible working arrangements for either sex?
Is it easier for either men or women to access your proposal?

Marriage or Civil
Partnerships

These policies provide guidance for staff on how to uphold
service users, carers and stakeholders’ rights under data
protection

People who are in a Civil Partnerships must be treated equally to married couples on a wide range of legal matters
Are the documents and information provided for your service reflecting the appropriate terminology for marriage and civil partnerships?

Pregnancy or
Maternity

These policies provide guidance for staff on how to uphold
service users, carers and stakeholders’ rights under data
protection

This includes women having a baby and women just after they have had a baby
Does your service accommodate the needs of expectant and postnatal mothers both as staff and service users?
Can your service treat staff and patients with dignity and respect relation into pregnancy and maternity?

Race or Ethnicity

These policies provide guidance for staff on how to uphold
service users, career’s and stakeholders’ rights under
data protection

Including Gypsy or Roma people, Irish people, those of mixed heritage, asylum seekers and refugees
What training does staff have to respond to the cultural needs of different ethnic groups?
What arrangements are in place to communicate with people who do not have English as a first language?

Religion or Belief

These policies provide guidance for staff on how to uphold
service users, carers and stakeholders’ rights under data
protection

Including humanists and non-believers
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Is there easy access to a prayer or quiet room to your service delivery area?
When organising events – Do you take necessary steps to make sure that spiritual requirements are met?

Sexual Orientation

These policies provide guidance for staff on how to uphold
service users, carers and stakeholders rights under data
protection

Including gay men, lesbians and bisexual people
Does your service use visual images that could be people from any background or are the images mainly heterosexual couples?
Does staff in your workplace feel comfortable about being ‘out’ or would office culture make them feel this might not be a good idea?

Transgender or
Gender
Reassignment

These policies provide guidance for staff on how to uphold
service users, carers and stakeholders rights under data
protection

This will include people who are in the process of or in a care pathway changing from one gender to another
Have you considered the possible needs of transgender staff and service users in the development of your proposal or service?

Human Rights

These policies provide guidance for staff on how to uphold
service users, carers and stakeholders’ rights under data
protection

Affecting someone’s right to Life, Dignity and Respect?
Caring for other people or protecting them from danger?
The detention of an individual inadvertently or placing someone in a humiliating situation or position?

If a negative or disproportionate impact has been identified in any of the key areas would this difference be illegal /
unlawful? I.e. Would it be discriminatory under anti-discrimination legislation. (The Equality Act 2010, Human Rights Act
1998)

Yes

No

What do you
High Impact
Medium Impact
Low Impact
No Impact
consider the level
of negative impact
to be?
If the impact could be discriminatory in law, please contact the Equality and Diversity Lead immediately to determine the next
course of action. If the negative impact is high a Full Equality Analysis will be required.
If you are unsure how to answer the above questions, or if you have assessed the impact as medium, please seek further
guidance from the Equality and Diversity Lead before proceeding.
If the proposal does not have a negative impact or the impact is considered low, reasonable or justifiable, then please complete
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the rest of the form below with any required redial actions, and forward to the Equality and Diversity Lead.

Action Planning:
How could you minimise or remove any negative impact identified even if this is of low significance?
These policies ensure that the Trust meets its legal obligations under Data Protection law.
How will any impact or planned actions be monitored and reviewed?
Trust adherence to the policies will be monitored via planned information governance audits.
How will you promote equal opportunity and advance equality by sharing good practice to have a positive impact other people
as a result of their personal protected characteristic.
Please save and keep one copy and then send a copy with a copy of the proposal to the Senior Equality and Diversity Lead at
hr.support@bsmhft.nhs.uk. The results will then be published on the Trust’s website. Please ensure that any resulting
actions are incorporated into Divisional or Service planning and monitored on a regular basis.
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APPENDIX 2: SUPPORTING INFORMATION
Caldicott Principles for handling personal confidential data:
1. Justify the purpose(s)
Every proposed use or transfer of personal confidential data within or from an
organisation should be clearly defined and scrutinized, with continuing uses regularly
reviewed, by an appropriate Guardian.
2. Don't use personal confidential data unless it is absolutely necessary
Personal confidential data items should not be included unless it is essential for the
specified purpose(s) of that flow. The need for patients to be identified should be
considered at each stage of satisfying the purpose(s).
3. Use the minimum necessary personal confidential data
Where the use of personal confidential data is considered to be essential, the inclusion of
each individual item of information should be considered and justified so that the
minimum amount of identifiable information is transferred or accessible as is necessary
for a given function to be carried out.
4. Access to personal confidential data should be on a strict need-to-know basis
only those individuals who need access to personal confidential data should have
access to it, and they should only have access to the data items that they need to see.
This may mean introducing access controls or splitting data flows where one information
flow is used for several purposes. Health care organisations should be aware of the
research conducted within the organisation and should ensure research teams are
accountable to them (from MRC Executive Summary – Personal Information in Medical
Research).
6. Everyone with access to personal confidential data should be aware of their
responsibilities.
The organisation must ensure that those handling personal confidential data, both clinical
and non-clinical staff, are made fully aware of their responsibilities and obligations to
respect patient confidentiality.
6. Understand and comply with the law
Every use of personal confidential data must be lawful. The Caldicott Guardian, Medical
Director, is responsible for ensuring that the organisation complies with legal
requirements.
7. The duty to share information can be as important as the duty to protect patient
confidentiality
Health and social care professionals should have the confidence to share information in
the best interests of their patients within the framework set out by these principles. They
should be supported by the policies of their employers, regulators and professional
bodies.
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Confidentiality Code of Practice:
(And supplementary guidance dated November 2010)
The 'Confidentiality: NHS Code of Practice' was published by the Department
of Health following major consultation in 2002/2003. The consultation
included patients, carers and citizens; the NHS; other health care providers;
professional bodies and regulators. The Guidance was drafted and delivered
by a working group made up of key representatives from these areas.
The Code of Practice is a guide to required practice for those who work within
or under contract to NHS organisations concerning confidentiality and patients’
consent to the use of their health records. This document uses the term ‘staff’ a
convenience to refer to all
those to whom this code of practice should apply. Whilst directed at NHS
staff, the Code is also relevant to anyone working in and around health
services. This includes local authority staff working in integrated teams and
private and voluntary sector staff.
Following the publication of the Caldicott Review in March 2013, the Health &
Social Care Information Centre published “A guide to confidentiality in health
and social care” which identified five rules for treating confidential information
with respect:
Rule 1: Confidential information about service users or patients should
be treated confidentially and respectfully
Rule 2: Member of a care team should share confidential information
when it is needed for the safe and effective care of an individual
Rule 3: Information that is shared for the benefit of the community
should be Anonymised
Rule 4: An individual’s right to object to the sharing of confidential
information about them should be respected
Rule 5: Organisations should put policies, procedures and systems
in place to ensure the confidentiality rules are followed
For the full document, which contains helpful guidance – go to:
http://www.hscic.gov.uk/confguideorg
Data Protection Considerations
The General Data Protection Regulation 2016 provides a framework that
governs the processing of information that identifies living individuals –
personal data in Data Protection terms. Processing includes holding,
obtaining, recording, using and disclosing information and the Act applies to all
forms of media, including paper and images.
GDPR prohibits processing unless conditions set out in Article 6
Lawfulness of processing conditions
6(1)(a) – Consent of the data subject
6(1)(b) – Processing is necessary for the performance of a contract with the
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data subject or to take steps to enter into a contract
6(1)(c) – Processing is necessary for compliance with a legal obligation
6(1)(d) – Processing is necessary to protect the vital interests of a data subject or another
m person
6(1)(e) – Processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the controller
6(1)(f ) – Necessary for the purposes of legitimate interests pursued by the controller
or a third party, except where such interests are overridden by the interests, rights or
freedoms of the data subject
Note that this condition is not available to processing carried out by public
authorities in the performance of their tasks.
Conditions for special categories of data
9(2)(a) – Explicit consent of the data subject, unless reliance on consent is prohibited
by EU or Member State law
9(2)(b) – Processing is necessary for carrying out obligations under employment, social
security or social protection law, or a collective agreement
9(2)(c) – Processing is necessary to protect the vital interests of a data subject or another
individual where the data subject is physically or legally incapable of giving consent
9(2)(d) – Processing carried out by a not-for-profit body with a political, philosophical,
religious or trade union aim provided the processing relates only to members or former
members (or those who have regular contact with it in connection with those purposes) and
provided there is no disclosure to a third party without consent
9(2)(e) – Processing relates to personal data manifestly made public by the data subject
9(2)(f) – Processing is necessary for the establishment, exercise or defence of legal claims
or where courts are acting in their judicial capacity
9(2)(g) – Processing is necessary for reasons of substantial public interest on the basis
of Union or Member State law which is proportionate to the aim pursued and which
contains appropriate safeguards
9(2)(h) – Processing is necessary for the purposes of preventative or occupational
medicine, for assessing the working capacity of the employee, medical diagnosis, the
provision of health or social care or treatment or management of health or social care
systems and services on the basis of Union or Member State law or a contract with a
health professional
9(2)(i) – Processing is necessary for reasons of public interest in the area of public health,
such as protecting against serious cross-border threats to health or ensuring high
standards of healthcare and of medicinal products or medical devices
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9(2)(j) – Processing is necessary for archiving purposes in the public interest, or
scientific and historical research purposes or statistical purposes in accordance with
Article 89(1)
It is important to understand the role of consent in relation to these articles.
More information on the regulation’s requirements can be found at
www.informationcommissioner.gov.uk
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11.

APPENDIX 3: PUBLIC INTEREST EXEMPLAR CASES
Taken from Department of Health, Confidentiality Code of Practice:
Supplementary Guidance: Public Interest Disclosures

Scenario 1: A receptionist at a GP surgery sees a patient leave the building and get
into a car. On driving from the car park, the patient's car collides with and
damages another patient's car. The driver does not stop, believing that nobody has
seen the incident and instead drives away without leaving their details. Through
her role at the surgery, the receptionist knows the identity of the patient. Can the
receptionist report the crime? What details can the receptionist provide about the
accident and the driver?
Decision 1: A minor crime has been committed, but no serious crime or serious harm
done. Therefore there is insufficient public interest (or any other) justification for
revealing confidential patient information (e.g. from within the patient’s case notes or
even reveal that the patient had attended the surgery). However, a crime has been
committed and the receptionist would be entitled to report the incident, including the
identity of the patient, to the police, but (s) he should not reveal confidential patient
information.
Scenario 2: In one evening, at separate times, two patients enter an Accident &
Emergency Department. Each of the patients has been a victim of a knife crime.
Both patients report that they have been attacked by an individual and both
describe what seems to be the same person. The patients claim that the attacks
were unprovoked and that they did not know the attacker. The attacks happen
within a mile of each other in a busy city Centre. One of the patients is happy to
speak to police and informs A & E staff of this. However, the other victim does not
wish to have his information disclosed to the police because he does not want to
be a police witness. He leaves before the police are called out. Should the A & E
staff report both incidents to the police? Should the identity of the patients and the
details of the injuries be reported?
Decision 2: It is generally accepted that the reporting of knife and gun crimes will be
within the public interest. A & E units should have standard procedures for informing the
police that a knife crime has occurred. It should also be standard practice for staff to seek
patient consent to involve the police. A knife attack may be sufficient to justify a public
interest disclosure of confidential information even when consent is not given, where it is
likely to assist in the prevention, detection or prosecution of a serious crime. Staff should
ensure that they consider the proportionality of any disclosures. In this example, police
could be called to interview the first patient, who could then be expected to identify
himself, and provide a description of the attack and the attacker, and of his injuries. If the
patient refused to provide some of these details, the hospital could provide them. For the
second patient, it is likely to be proportionate to provide the police with details of the
patient, the attacker, the attack and the patient’s injuries.
Scenario 3: One day during surgery hours a GP notices Mr. Smith arrive, park his
car and enter the surgery building. Mr. Smith had attended an appointment in the
previous month with the GP. At a previous appointment, the GP had prescribed Mr.
Smith with drugs and informed him that they were likely to make him drowsy, and
that he should avoid driving. During the consultation Mr. Smith had assured the
GP that he'd "be fine!" when accepting the prescription. The GP knows Mr. Smith
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well, and that he might ignore advice not to drive, and so has some concern over
whether Mr. Smith was fit to drive. What action should the GP take?
Decision 3: In principle, Mr. Smith could cause serious harm to others by continuing to
drive. The GP should speak to Mr. Smith and try to establish whether his medication is
having the effect of making him drowsy and unfit to drive, and if so, to encourage him
once more to stop driving. Discussion with colleagues may assist the GP in assessing the
risk posed to the public from the effect of Mr. Smith’s medication, and in weighing up
whether a breach of confidence is justified. If Mr. Smith is unfit to drive but nevertheless
persists in driving, it would be justifiable in the public interest to inform the Driver and
Vehicle Licensing Agency.
Scenario 4: A patient has been arrested on suspicion of robbery and the police
have asked a consultant psychiatrist for a 'background' report based on prior
knowledge. The police do not explain any more about the nature of the alleged
crime but say they will use the report when preparing the papers for the Crown
Prosecution Service. The consultant has not been asked to assess the patient and
is not convinced that the patient would consent to the disclosure of information.
Should the consultant provide the report?
Decision 4: The consultant’s decision hinges on whether robbery is a serious crime.
Were the police to not provide further details (e.g. as to whether it is robbery with
violence), it would be reasonable for the consultant to assume this does not constitute a
serious crime. Without a court order, the police cannot force the consultant to provide a
report. However, in this case, the police disclose that the robbery was with serious
violence and the consultant judges this to be an investigation of a serious crime.
The consultant consults the Caldicott Guardian and another colleague. They consider
whether the public interest in disclosure outweighs the potential damage from the
disclosure. In this case, they feel that the patient’s relationship with the psychiatrist (and
with any future psychiatric services the patient may receive) would be seriously damaged
by a disclosure. Furthermore, the patient receives services through an outreach Centre,
and the doctors fear that this may lead to other patients withdrawing from the outreach
services. They judge that no report should be provided without the patient’s consent.
Scenario 5: Following a series of complaints to a Member of Parliament from local
residents, all of whom suffer from a particular disease and live close to a nuclear
power station, a project is set up to investigate whether the proximity to the power
station could contribute to the onset of the disease. The investigation team from
the Public Health Observatory seeks access to confidential information within
approximately two thousand paper case notes in Newtown Hospital Trust in order
to discover the prevalence of relevant symptoms. The team argues that it is not
feasible to seek consent from patients within the timescales of the enquiry and
that their work can be justified in the public interest.
Decision 5: The Newtown Hospital Trust Caldicott Guardian considers that the risk of
serious harm is not sufficient to breach the confidence of thousands of patients.
However, she feels there is a strong public interest in the investigation. In order to
minimize the potential detriment caused, she offers to assist the investigation by
providing local clinical coding staff to extract relevant data from the case notes and
provide it to the investigation team. Nevertheless, the data to be provided could still
reveal patient identity, and so she instructs the investigation team that the information
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provided must be stored and processed securely, and that no identifiable patient
information will be published without explicit patient consent.
Appendix 4
Data Protection Impact Assessment Screening Questionnaire
The completed screening questionnaire must be submitted to the Data Protection Officer:
Kirstie.macmillan@nhs.net or bsmhft.informationgovernance@nhs.net
Basic information:
Your name
Your team and
directorate
Your location
Your telephone number
Your email address
Date Screening
Questionnaire Submitted
to Data Protection
Officer
Screening questions:
If the answer to any of these questions is ‘yes’ please complete the full data protection impact
assessment available from the Data Protection Officer.
Screening Question
Yes / No
Will the processing involve a large amount of
personal data and affect a large number of
data subjects?
Will the project involve the use of a new
technology(ies)?
Is there the risk that the processing may give
rise to discrimination, identity theft or fraud,
financial loss, damage to the reputation, loss
of confidentiality of personal data protected
by professional secrecy (e.g. health records),
unauthorised reversal of pseudonymisationi,
or any other significant economic or social
disadvantage?
Is there the risk that data subjects might be
deprived of their rights and freedoms or
prevented from exercising control over their
personal data?
Will there be processing of genetic data, data
concerning health or data concerning sex
life?
Are the data to be processed revealing racial
or ethnic origin, political opinions, religion or
philosophical beliefs, or trade union
membership?
Will there be processing of data concerning
criminal convictions and offences or related
security measures?
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Will personal data of vulnerable natural
persons, in particular of children, be
processed?
Will personal aspects be evaluated, in
particular analysing or predicting aspects
concerning performance at work, economic
situation, health, personal preferences or
interests, reliability or behaviour, location or
movements, in order to create or use
personal profiles?
Will the project include a systematic and
extensive evaluation of personal aspects
relating to natural persons which is based on
automated processing, including profiling,
and on which decisions are based that
produce legal effects concerning the natural
person or similarly significantly affect the
natural person (e.g. a recruitment aptitude
test which uses pre-programmed algorithms
and criteria)?
Will there be a systematic monitoring of a
publicly accessible area on a large scale
(e.g. CCTV)?
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Appendix 5

Data Privacy Impact Assessment Template
The issue of privacy and confidentiality arises when an organisation carries out any task that involves
processing or sharing personal data/information or commercially sensitive data/information. To enable the
Trust to address any privacy concerns, a data privacy impact assessment (DPIA) should be used to
assess privacy risks to individuals in the collection, use, storage, disclosure and disposal of
data/information. The DPIA can assist in the identification of privacy risks, foresee problems and bring
forward solutions.
As per the introduction of the General Data Protection Regulation, Data Protection Impact Assessments
(DPIA) are now mandatory for organisations where certain listed types of processing or any other
processing that is likely to result in a high risk to individuals’ interests.
A PIA should be carried out for the following tasks (this list is not exhaustive):
•
•
•
•
•
•
•
•

A data sharing initiative where two or more organisations seek to pool or link sets of
personal data
Proposals to identify patients in a particular group or demographic
New projects
Any changes to existing projects/procedures/systems
Using existing data for a new, unexpected or more intrusive purpose
Information Sharing Protocols
Relocation of staff or equipment
Stakeholder Engagement e.g. surveys

Please complete this document and submit this to the Data Protection Officer for approval.

Privacy Impact Assessment Template
Background Information
Project/Activity/
Date of PIA submission:
Asset Name:
Project/Activity/
Project/Activity/ Asset
Asset Leads Name:
Leads Contact Details:
Sponsor (e.g. Project
Lead Organisation:
Board) or Lead:
Name of individual submitting this PIA/Key contact:

Step 1: Identify the need
Explain broadly what the project aims to achieve and what type of processing it involves. You
may find it helpful to refer or link to other documents such as a project proposal. Summarize
why you identified the need for a DPIA.
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Step 2: Describe the processing
•

How will you collect, use store and delete data?

•

What is the source of the data?

•

Will you be sharing data with anyone?

•

What types of processing identified as likely high risk are involved?

•

Will information be stored in a public cloud service? If yes, a separate risk assessment (please see
below) must be completed and submitted with this document.

Copy%20of%20heal
th_and_social_care_data_risk_model.xlsx

Step 3: Describe the scope of processing
•

What is the nature of the data, and does it include special category or criminal offence
data?

•

How much data will you be collecting and using?

•

How often?

•

How long will you keep it?

•

How many individuals are affected?

•

What geographical area does it cover?

Step 4: Describe the context of the processing
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•

What is the nature of your relationship with the individuals?

•

How much control will they have?

•

Would they expect you to use their data in this way?

•

Do they include children or other vulnerable groups?

•

Are there prior concerns over this type of processing or security flaws?

•

Is it novel in any way?

•

What is the current state of technology in this area?

•

Are there any current issues of public concern that you should factor in?

•

Are you signed up to any approved code of conduct or certification scheme?

Step 5: Describe the purposes of the processing
•

What do you want to achieve?

•

What is the intended effect on individuals?

•

What are the benefits of the processing for you, and more broadly?

Step 6: Consultation Process
Consider how to consult with relevant stakeholders: Describe when and how you will seek
individuals views – or justify why it’s not appropriate to do so. Do you need to seek views from
the IT security team or any other experts?

Step 7: Necessity and Proportionality
Describe compliance and proportionality measures, in particular:
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•

What is your lawful basis for processing? (refer to appendix one)

•

Does the processing actually achieve your purpose?

•

Is there another way to achieve the same outcome?

•

How will you prevent function creep?

•

How will you ensure data quality and minimisation?

•

What information will you give individuals?

•

How will you support their rights?

•

How do you safeguard against any international transfers?

Step 8: National Data Opt Out
The national data opt-out enables patients to opt out from their confidential patient information
being used for research, national clinical audit or planning purposes. Patients can view or
change their national data opt-out choice at any time.
Planning uses may include:
• understanding what care and treatment patients need
• predicting what services will be needed in the future, so funding and resources can be
put into place
• understanding the outcomes of patient care to make sure patients are being cared for
safely and effectively
Research and National Clinical Audit:
With respect to research studies and national clinical audit, national data opt-out applies to
disclosure of confidential patient information when a research / national clinical audit team
confirms they have approval from the Confidentiality Advisory Group (CAG). The CAG approval
is also known as a section 251 approval. It is only in these cases where opt-outs apply to
research.
The national data opt-out does not apply to:
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3. Information that is anonymised in line with the Information Commissioner’s Office (ICO)

Code of Practice on Anonymisation or is aggregate or count type data
4. Workforce or staff data.
As confirmed by the ICO, pseudonymised personal data remains personal data within the
scope of GDPR and thus falls within the scope of the national data opt-out.
•

Are you processing confidential patient information for research or national clinical audit
purposes?

•

If yes, is the project subject to / received CAG (section 251) approval (please see
description above)? (If no, the project does not fall within the requirements of national
data opt out and you do not need to take further steps).

•

If yes, please liaise with the Research and Development Team or Clinical Audit Team for
further support. Please note this DPIA will NOT be approved unless there is evidence
provided that you have sought advice from the appropriate team and national data opt
has been applied.

•

Are you processing confidential patient information for planning purposes?

•

If yes, please liaise with the Information Team for further support. Please note this DPIA
will NOT be approved unless there is evidence provided that you have sought advice
from the appropriate team and national data opt has been applied.

Step 9: Identifying measures of risk
Describe the source of risk and nature of potential impact on individuals and the mitigation for
the risk. Where will the risk be captured and monitored?

Risk Score:

RISK SCORING
The prioritisation and allocation of risk
To ensure that meaningful decisions on the prioritisation and treatment of risks can be made,
the Trust will grade all risks using the same tool.
• The 5 x 5 Risk Scoring Matrix (AS/NZS 4360:1999) will be used to assign risk priority.
It is essential to have one system for prioritising and rating risks, and this will be used to prioritise risks
on the Assurance Framework and Risk Registers, and for rating incidents, complaints, and claims. Risk
analysis uses descriptive scales to describe the magnitude of potential consequences and the likelihood
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that those consequences occur.

Measures of likelihood – likelihood scores (non financial risks):

Likelihood score

1

2

3

4

5

Descriptor

Rare

Unlikely

Possible

Likely

Almost Certain

Frequency

Not expected to

Expected to
occur at least
annually

Expected to
occur at least
monthly

Expected to
occur at least
weekly

Expected to occur
at least daily

occur for years

Measures of Likelihood – likelihood scores (financial risks):
Likelihood score

1

2

3

4

5

Descriptor

Rare

Unlikely

Possible

Likely

Almost Certain

Frequency

Not expected to

Unlikely to occur
during the
current or next
year

Could easily
occur during the
current or next
year

Will probably
occur during
the current or
next year

Definitely will
occur during the
current or next
year

occur in the
current or next
year

Note:
Measures of likelihood have to be applied to actual consequence detailed in the risk, it is expected that
there is some evidence of these.
For instance a risk defined in relation to a service user falling leading to a fracture should not be based
on the likelihood of a service user falling, but of falling AND this leading to a fracture.
Measures of Consequence – Domains, consequence and examples of score descriptors
Consequence Score (severity levels) and examples of descriptors
1

2

3

4

5

Domains

Negligible

Minor

Moderate

Major

Catastrophic

Impact on the
safety of

Minimal injury
requiring no or

Minor injury or
illness requiring

Moderate injury
requiring

Major injury
leading to long-

Incident leading
to death
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patients, staff
or public
(physical /
psychological
harm)

Quality
Complaints
Audit

minimal
intervention or
treatment
No time off work
required

Peripheral
elements of
treatment or
service suboptimal
Informal
complaint or
inquiry

minor
intervention

professional
intervention

term incapacity /
disability

Requiring time
off work <3days

Requiring time off
work 4-14 days

Increase in
length of
hospital stay by
1-2days

RIDDOR/agency
reportable
incident

Requiring time
off work
>14days

Multiple
permanent
injuries or
irreversible
health effects

Increase in
length of
hospital stay by
>15days

An event which
impacts on a
large number of
patients

Overall
treatment or
service suboptimal
Formal
complaint
(stage 1)
Local resolution
Single failure to
meet internal
standards
Minor
implications for
patient safety if
unresolved

Human
Resources /
Organisational
Development /
Staffing /
Competence

Short-term low
staffing level
that temporarily
reduces service
quality (<1 day)

An event that
impacts on a
small number of
patients

Treatment or
service has
significantly
reduced
effectiveness
Formal complaint
(stage 2)
Local resolution
(with potential to
go to
independent
review)
Repeated failure
to meet internal
standards

Reduced
performance
rating if
unresolved

Major patient
safety
implications if
findings are not
acted on

Low staffing
level that
reduces service
quality

Late delivery of
key objective /
service due to
lack of staff
Unsafe staffing
level or
competence
(>1day)

Mismanagement
of patient care
with long term
effects
Non-compliance
with national
standards with
significant risk to
patients if not
resolved

Incident leading
to totally
unacceptable
level or quality
of treatment or
service

Multiple
complaints /
independent
review

Gross failure of
patient safety if
findings not
acted on

Low
performance
rating

Inquest /
Ombudsman
inquiry

Critical report

Gross failure to
meet national
standards

Uncertain
delivery of key
objectives /
service due to
lack of staff

Non-delivery of
key objectives
due to lack of
staff

Unsafe staffing
levels or
competence

Loss of several
key staff

Low staff morale
Poor staff
attendance for
mandatory / key
training

Statutory duty
/ Inspections

No or minimal
impact or
breech of
guidance /
statutory duty

Breech of
statutory
legislation
Reduced
performance
rating if
unresolved

No staff
attending
mandatory
training / key
training on an
ongoing basis

Single breech in
statutory duty

Enforcement
action

Challenging
external
recommendations
/ improvement
notice

Multiple
breeches in
statutory duty
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On-going
unsafe staffing
levels or
competence

Multiple
breeches in
statutory duty
Prosecution

Improvement
notices

Complete
systems change
required

Low
performance
rating

Zero
performance
rating

Critical report

Severely critical
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report
Adverse
publicity /
Reputation

Rumours
Potential for
public concern

Local media
coverage –
short term
reduction in
public
confidence

Local media
coverage – longterm reduction in
public confidence

National media
coverage with
<3 days service
well below
reasonable
public
expectation

Elements of
public
expectation not
being met

National media
coverage with
>3days service
well below
reasonable
public
expectation. MP
concerned
(questions in
the House)
Total loss of
public
confidence

Business
objectives /
projects

Insignificant
cost increase /
schedule
slippage

<5% over
project budget

<5-10% over
project budget

Schedule
slippage

Schedule
slippage

Non-compliance
with national 1025% over
budget project

Incident leading
>25% over
project budget
Schedule
slippage

Schedule
slippage

Key objectives
not met

Key objectives
not met
Finance –
including
claims

Non
delivery/Loss of
budget to value
of <£10K

Non
delivery/Loss of
budget between
£10K and
£100K

Nondelivery/Loss of
budget between
£100K and
£500K

Non
delivery/Loss of
budget between
£500K and £2M

Nondelivery/Loss of
Budget of more
than £2M

Service /
Business
interruption

Loss /
interruption of
>1hour

Loss /
interruption of
>8hours

Loss / interruption
of >1day

Loss /
interruption of
>1week

Permanent loss
of service or
facility

Environmental
impact

Minimal or no
impact on
environment

Minot impact on
environment

Major impact on
environment

Catastrophic
impact on
environment

Moderate impact
on environment

Measures of Consequence – Additional guidance and examples relating to risks impacting on the
safety of patients, staff or public

Consequence Score (severity levels) and examples of descriptors
1

2

3

4

5

Domains

Negligible

Minor

Moderate

Major

Catastrophic

Additional
examples

Incorrect
medication
dispensed but
not taken

Wrong drug or
dosage
administered,
with no adverse
side effects

Wrong drug or
dosage
administered
with potential
adverse side
effects

Wrong drug or
dosage
administered
with adverse
side effects

Unexpected
death

Incident
resulting in a
bruise or graze
Delay in routine
transport for
patient

Physical attach
such as
pushing,
shoving or
pinching
causing minor
injury
Self-harm
resulting in

Physical attack
causing
moderate injury
Self-harm
requiring
medical
attention
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Physical attack
causing serious
injury

Suicide of a
patient known
to the services
within last 12
months

Long-term HCAI

Homicide
committed by a
mental health
patient

Slip / fall
resulting in

Large-scale
cervical

Grade 4
pressure ulcer
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Grade 2-3
pressure ulcer

minor injuries
Grade 1
pressure ulcer
Laceration,
sprain, anxiety
requiring
occupational
health
counselling – no
time off work
required

Healthcareacquired
infection (HCAI)
Incorrect or
inadequate
information /
communication
on transfer of
care

injury such as
dislocation,
fracture, blow to
the head
Loss of limb
Post-traumatic
stress disorder

screening errors
Incident leading
to paralysis
Incident leading
to long-term
mental health
problem
Rape / serious
sexual assault

Vehicle carrying
patient involved
in road traffic
accident
Slip / fall
resulting in
injury such as
sprain

5 x 5 Risk Scoring Matrix (AS/NZS 4360:1999)

Almost

5

10

15

20

25

Certain

Yellow

Yellow

Red

Red

Red

4

8

12

16

20

Yellow

Amber

Amber

Red

Red

3

6

9

12

15

Green

Yellow

Amber

Amber

Red

2

4

6

8

10

Green

Yellow

Yellow

Amber

Amber

1

2

3

4

5

Green

Green

Green

Yellow

Yellow

Insignificant

Minor

Moderate

Major

Catastrophic

L
I
K

Likely

E
L
Possible
I
H
O

Unlikely

O
D

Rare

CONSEQUENCE
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Step 10: Sign off
Item
If applicable has evidence
been provided that National
Data Opt Out has been or will
be applied?

Yes, No, Not Applicable

Comments / Evidence

Name of Approving Group
and Date

Comments / Evidence

Measures approved by:

Risk Score:

DPO advice provided:

Summary of the DPO advice:

Appendix One
Personal data shall be processed fairly and lawfully and, in particular, shall not be processed
unless –
(a) at least one of the conditions in Article 6 is met, and
(b) in the case of special category personal data, at least one of the conditions in Article 9 is
also met.
Please tick the appropriate box(es) that apply against Articles 6 and 9 below.
Article 6 – Personal Data
The processing is necessary.

a) The data subject has given
consent to the processing of his or
her personal data for one or more
specific purpose

√

Article 9 – Special Category Data
a) The data subject has given explicit
consent to the processing of those
personal data for one or more
specified purposes
b) Processing is necessary for the
purposes of carrying out the
obligations and exercising specific
rights of the controller or data subject
in the field of employment and social
security and social protection law in
so far as it is authorized by Union or
Member State law or a collective
agreement pursuant to Member Law
providing for appropriate safeguards
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√

for the fundamental rights and the
interests of the data subject
b) Processing is necessary for the
performance of a contract to which
the data subject is party or in order
to take steps at the request of the
data subject prior to entering into a
contract

c) Processing is necessary to protect
the vital interests of the data subject
or of another natural person where
the data subject is physically or
legally incapable of giving consent

c) Processing is necessary for
compliance with a legal obligation
to which the controller is subject

d) Processing is carried out in the
course of its legitimate activities with
appropriate safeguards by a
foundation, association or any other
not-for-profit body with a political,
philosophical, religious or trade
union aim and on condition that the
processing relates solely to the
members or to former members of
the body or to persons who have
regular contact with it in connection
with its purposes and that the
personal data are not disclosed
outside that body without the
consent of the data subjects

d) Processing is necessary in order
to protect the vital interests of the
data subject or of another natural
person

e) Processing relates to personal data
which are manifestly made public by
the data subject

e) Processing is necessary for the
performance of a task carried out
in the public interest or in the
exercise of official authority vested
in the controller

f) Processing is necessary for the
establishment, exercise or defence
of legal claims or whenever courts
are acting in their judicial capacity

f) Processing is necessary for the
purpose of the legitimate interests
pursued by the controller or by a
third party, except where such
interests are overridden by the
interests or fundamental rights and
freedoms of the data subject which

g) Processing is necessary for
reasons of substantial public
interest, on the basis of Union or
Member State law which shall be
proportionate to the aim pursued,
respect the essence of the right to
data protection and provide for
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require protection of personal data,
in particular where the data subject
is a child (this does not apply to
processing carried out by public
authorities in the performance of
their tasks)

suitable and specific measures to
safeguard the fundamental rights
and the interests of the data subject

h) Processing is necessary for the
purposes of preventative or
occupational medicine, for the
assessment of the working capacity
of the employee, medical diagnosis,
the provision of health or social care
or treatment or the management of
health or social care systems and
services on the basis of the Union
or Member State law or pursuant to
contact with a health professional
i) Processing is necessary for
reasons of public interest in the
area of public health, such as
protecting against serious crossborder threats to health or ensuring
high standards of quality and safety
of health care and of medicinal
products or medical devices, on the
basis of Union or Member State law
which provides for suitable and
specific measures to safeguard the
rights and freedoms of the data
subject, in particular professional
secrecy
j) Processing is necessary for arching
purpose in the public interest,
scientific or historical research
purposes or statistical purposes in
accordance Article 89(1) based on
Union or Member State law which
shall be proportionate to the aim
pursued, respect the essence of the
right to data protection and provide
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for suitable and specific measures
to safeguard the fundamental rights
and the interests of the data subject

Appendix 6 – Root Cause Analysis Tools
Five Why’s
What is it?
By repeatedly asking the question ‘why?’ (use ﬁve as a rule of thumb), you can peel away the
layers of a problem to get to the root cause. Five whys can help you determine the relationship
between different root causes of a problem. It is a simple tool and can be completed without
statistical analysis.
When to use it
You can use this tool either in isolation or to complement a root cause analysis. Because it quickly
helps identify the source of an issue or problem, you can focus resources in the correct areas and
ensure you are tackling the true cause of the problem, not just its symptoms. How to use it 1.Write
down the speciﬁc problem. This helps you formalise the problem and describe it accurately. It
also helps a team focus on the same problem.
You can use brain storming to ask why the problem occurs then, write the answer down. If this
answer doesn’t identify the source of the problem, ask ‘why?’ again and write that answer down.
Loop back until the team agrees that they have identiﬁed the problem’s root cause. This may take
fewer or more than ﬁve ‘whys?’
The cause and effect diagram (fish bone) helps you explore all potential or real causes that result in
a failure or problem. Once you have established all the inputs on the cause and effect diagram, you
can use the ﬁve whys technique to drill down to the root causes. The key is to avoid assumptions
and encourage the team to keep drilling down to the real root cause. If you try to ﬁx the problem too
quickly, you may be dealing with the symptoms not the problem, so use ﬁve whys to ensure that
you are addressing the cause of the problem.
Remember, if you don’t ask the right questions, you won’t get the right answers.
Example
An example of root cause analysis using ﬁve whys would be: The patient was late in theatre, it
caused a delay.
Why? There was a long wait for a trolley.
Why? A replacement trolley had to be found.
Why? The original trolley’s safety rail was worn and had eventually broken.
Why? It had not been regularly checked for wear.
Why?The root cause is that there is no equipment maintenance schedule. Setting up a proper
maintenance schedule helps ensure that patients are not late due to faulty equipment.
Another example of root cause analysis using ﬁve whys would be: The patient’s diagnosis of skin
cancer was considerably delayed.
Why? The excision biopsy report was not seen by the surgeon.
Why? The report was ﬁled in the patient’s notes without being seen by the surgeon. Why? It was
the receptionist’s job to do the ﬁling.
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Why? The junior doctors were busy with other tasks.
Why? The root cause is that the doctor’s other tasks were seen as more important than ﬁling. The
system has now been changed. A copy of all biopsy reports are sent to the consultant surgeon
responsible for the patient and no reports are ﬁled unless they have been signed by a doctor
Once you have identiﬁed the root cause of the issue, the next suggested step is to complete the
cause and effect diagram to help identify potential solutions. You will need to communicate the
outcomes to others to ensure that the root cause of the problem is understood and that everyone is
focused on working on the correct problem area, not treating its symptoms.

Cause and Effect Diagram
What is it?
Cause and effect analysis helps you to think through the causes of a problem, including possible
root causes, before you start to think of a solution – not just symptoms. By identifying all possible
causes and not just the most obvious, you can work towards removing the problem. Working
through cause and effect analysis enables those involved to gain a shared insight into the problem,
develop possible solutions and create a snapshot of the team’s collective knowledge.
When to use it
Use this tool when you are trying to determine why a particular problem is occurring. It will help you
to fully understand the issue and to identify all the possible causes – not just the obvious.
How to use it
1. Identify the problem and consider it in detail: who is involved, when and where it occurs. Write
the problem in a box and draw an arrow pointing towards it.
2. Identify the major factors, draw four or more branches off the large arrow to represent main
categories of potential causes and label each line. Categories could include equipment,
environment, procedures and people
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